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(57)Abstract: 

PROBLEM TO BE SOLVED: To use similarly enciphered 
contents data among respective equipments in common ^ 
and to realize a firm copy protecting method. ^ 
SOLUTION: A seed key (Kcs) generated by a random \ 
number generator, etc., is produced by a source device, r 
and the seed key (Kcs) is subjected to encipherment by 
utilizing a combination key (Kck), and the enciphered 
seed key (eKcs) is transmitted to a sink device. By the 
source device, a contents key (Kc) for ciphering and 
deciphering contents data (Contents) is produced in 
accordance with the function between the seed key 
(Kcs) and independent variable data (Nc). Thus, the 
enciphered contents data (e [Contents (KC)]) are 
deciphered by using the contents key (Kc). 
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(57) [££)] 

^Sr^fctfU *>o3S@/,e3 f-7°Dx^ h^ft^^m-r 

Source Devicett, 
S4£lcj;9*££ix5^-K*- (Kc s) 
U Cl^S — K*- (Kc s) SrJg-g^- (K c k) £ 
*UfflLT*-§-fls«r*U «f#<k*ixfcS/-Kar- (eK 
cs) $:Sink Device fcSlfiM-So JfcSo 
urce Device li^yry^f-? (C o n t 
e n t s) SrflMMt, S^m^ftl-SfcfctO^yxy^ 
(Kc) (Kc s) ilSMtx-* 

(Nc) fc©Hftfc«^T£ric-t5 0 tLT, Sin 
k De v i c eliayfy^- (Kc) £ffl^T, 
Bff^fcSjftfc^^^x — * (e [Contents 

(KC) ] ) Sr«*ft-t-5 0 
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[#iftt*©«H] 

-^ttf*Sr«&#fl;S*tfcttlBT, utrEitSflr^/v** 
flirEi«^{fc»::J:0l*#fc$nfc=» 

-roSfft/c^ f-7"Px^ htt©7-^^, fdiota 10 
^tcx'W * B&ESHS tgx'M * J; 9 

^-Yx^iS1-St*l^, BufE^f-yDx^ hit*© 
x 4rPfr#ffc * ftfc £ * SGIE*B#5fe-r /<-f * fctgat-f 

iillf7CxVW;*ri>bl!uE= t°— T^x:? l-ftg'COx — 
*Sft-f-S*&. mjfE^f^^^^t^^T-^tEtoa 20 
SrHMiU 

g« LfciuE^y ;* -*flM8©*fE!& 1 ©l&fiElf *U: ± 
-©gff Lfcn-T'Df^ h^t©f-^?r, fk<DfS 30 
-Y * i ©WeBfiEMSSrHiS U 

5fc«>©'<7P«-*flMi«r» !»EJIS2©BliEfll«fcJ:»> 
i*#ffcLTWES#3te^<^*Ci!l«1-5J:#K, fltrE 
^-7pt^ h*Mftof f -^*it-§-fl:*nfc**i)WB 

T^b^fe 40 

t> t olStulEm 1 * fclifc 2 OBBEflWfc <fc o TBf 

5 ] «H3-fls»c J: *» Bf ?r\m'&?r\\ttWi. =■ 
k°-7"i3x? h#fc©f f -*«raSf f -*8yiK«::*s 50 
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* Srgflff 5 glf t , 

U 

«rg«-*-5»£. *FEBE¥&fcJ:0 8&Ej£flr5E? f /<'r 

* k oWCBH&iaftiat U 
w©BBE»atcJ:oT^ #ff£ft5»l©BBEtff« 

T8g £ tbfc fflr El* -IHb** 4*-f £ & 7 > - 

^f-ypf^ hatfcox-ij'fcgflsu 

WEBK^SlcJ: 9g«Lfcl)(iE^<9^-^fl»*©S9E 
SBi©BE«f«l-J:5it*fbSr#l»L. 

rcDgftLfcaf-z/nx:? h##>rox-^£, ffi(OtS 

* 5 ti^x^-Y * t ©iB-eBB*aa*rias u 

C©BBE«aicJ:oT4riE, *WS*L5*2 0BBEfll* 

MIEjUft^aidi t) StEi^ffl 7c-r/<-^ * «t "9 Sit Lfcmi 
EB£#{b8t££)#1-5fcfc<^7P<-*tif$8£, StEm 

2 iDBSEtt <t •) rtF#<k lthue^#^x^m ^. tas 
^ -9 kirn btitzmnx-h <o , ^EBii#a 

[ff*^7] fflt*ftO/<7 ^ - * c 3 V>4 < i t 
^iroli, tuE^l 4fcttfE2 0BIEttf«lcJ:o-rit* 

<b l TSsgflr -r 5 r t t -r 5 m *m e E«rox- 
^^aiifio 

[ff*S8] flHEBt#ft«t«r±*i-5fc*©/<5^- 
T, «Hrt-t5E»*a*A«L*:^4:*1*«t1-5ll* 

55E«©7 :f -iS'^a^s„ 

Srgfi|-t«»^, lWEasflr 7C7 f >'<^ ^ t ©IB-CBEtea 
roBiEteafcior**. **^lx5BliE*«S:«i» 

u 
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^©li£^k£*M&£ftfcgll ©^t^-*£.U\ 
^7^-^?rfflv>T, miles t'-T'ox^ Htarc»Bt# io 

U 20 

xtn***^ *> 5» 2 y- -ftim&mE&eft? 

*#{k©fc»©llf#{kto»*S-fk*fc£#U 
£©lf#lbtiM8E£<5v*T, fflne=» f-ynr^ 

tMi:t5^f-7'DT^bM 0 30 

=>f-ynx^ h^©7*-*#«f*{bSiXTlEft3*t 
5»l ©»»»*£» 

'<7>-*fc5WTE»-f53B 2 ©«*£•&*, ffiESB - 
4v>fi*l?fc9, flWBJSl&TJ^©/^-*!!, = 

[»?B©P«BfcR3l3l 
[0 0 0 1] 

yi-fr=> yfa- ^|Cj3»-t5=" t°-7'D7? h 
[0 0 0 2] 

fv ; ^^ft7'i'-ir 1 t7hhy/#y^^, T 50 
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[0 0 0 3] rolOlfiStt, 0>J;ttfDVD (D i 
gital VersatileDisk) l^fficFft 

fcBfelis xi^A^M^igEiSTV^^©^^ 

[0 0 0 4] ='^>"7f r -^f4-^:le:MPEG2 tv> 

ftttfls-^, eas*tffS:ai:T«-*Miciste)^5. mpe 

©Hft©HSffc:tfc*?U Bt©^L^->-^lit*^©x 

fifc^-y ^T-^wki:afe©*v^wsr©BMft*s«r 
[0005] i£^, roij/i^yfyyf-^offt 

*««*©*£!&»&, *©^Eatr-S:|)5jh-f5fc«>© 
^f-T'Df^ hS«©£«tfeWtfftTftfcii*, 

[0 0 0 6] ^;f, CPTWG (Copy Prot 
ection Technics lWo r k i ng G 
roup) -m, ■^'/I'f-^x-f Tx-^oe^ifii* 
WttO^-f^?-7i^^Tfc5 I EEE 1 3 9 4 

m (filT, IEEE 1 3 9 43f-/pf^ hgft» 
1-5) ©St£^3Jt#it#feftTV^ 0 

[0007] IEEE1394->y T/W<;* (4, x v 5 * 
^h'ri-yi'-t. -fey h VyfiSyt** TV, 
y -r >v ayfa-^Jo/j: <*&1ift -T > * - 7 
*JxX'h<9. (SitK-KirL-C, 7'»*pt\* If 
7'7^->3yi > iJ-7*T^ ->3 ^©2 

hLTl^S. itu#te, #RJWE2S*-Kfc 

[0 0 0 8] IEEE 1 3 9 43f-yDfi?FSff 
fl, 4iM«WF#{k**^*a«»f#^k*iC;4 4f©J:<*P 

f>iifcBt-§-fb7 P n baA-SrfflV^- ilCi?), IEEE 
1 3 9 4->]J 7yWU^^Ltf^^^t'ft7 , U- 
■V. TV, /<-yf^aytr 3 

-*fciT©&«f£*S^-/M«»|fi] («T#«HBM) T- 

=> t"-£g$itT't £ J: 5 lc LTv^. 
[0 0 0 9] 

[3BWas«WfcLJ:5i-f 5HUB1 r ©<t 5 Cff-^kStt 
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tf*6>*v\ 10 
[ooio] ^vx^^^-gft 

[0011] 0 811 tyb h^/#>7^1 (ST 
B) I EEE 1 3 9 4^2^LtSff ^JlT# 
fc^^X^^X — yt^^Vtfa- ^ 3 1*3 <£> 1 

3 9 4^V 5/v J 4^lTDVDRAMK7^f7'5f(D 
X hU-iz-r^^tSiBftiWL, ^CMPEG2f 20 

[0 0 12] ^v^xi^^T, Sf STB lfrh 
DVD RAM K 7 ^ / 5 c n y r y 7 r - ^ ^ilf t ^) 
88. STB 1 tDVD-RAMKy^^S-ttifiitK 
ltW^Authenticator8, 9 Tfl&SFfl 
^BBE&SasfTfrixS. BSE<0#5ttt, ftttlS-C*^ 

5*-* (Kx) iS#^r-T5^i;^-et5 o ^LT^ 
fc, CGMS tW^Saf-^yhP-^iS (EM 
I) S:SfSi-5o (ft* ^(DEUl<D\mn, ^t-@ 

-@nr, ^t°-pr^cocD3a^if^^^«i-^tcoTfo 

ti%h<DXfo& 0 ) rtD 20(0^5 ^-^Srfflv^T, =3 
V7>7^ (Kc) SrSflMHT^i-So iiCoTMi 40 
tf K c <£ 5 *H«"C*aSlx5 0 

[0013] Kc = J [Kx, f (EMI)] 
r©J:5ti-lttf=^7 t >y*- (Kc) i£« 

[0 0 14] tit, DVDRAMK7^^5Clt S 
TBIGOCipherl Ot^yr^^r- (Kc) i 
fflV^TPt-^-^^tl/t^ >x>^x~^ (e [Conte 
n t s (Kc) ] ) t khfc x ^Fd-/^- (K 
x) 3 h n-/M#$g (EMI) ^°7^- 50 
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[0 0 15] &tC N DVD-RAMK5^^5tft«S 
tl/c^yry^x^^ (e [Contents (K 
c) ] ) Sr, MPEG7 = -^6«©S4#fttiEaK: 

[0016] rcOB#tx If DVD-RAM K:7-f :/5 
iMP EG 27^-^6 CKltkftfcAu thenti 
c a t o r 9, 6 1 XBU<&m&m& £ft6o * LT, 
JiffiSTB 1 t DVD — RAM Yy^^S t OfgSE&g 

[0017] fcf£, :^t#^yhp — , ^ fc°- 
=J>hu— /Hf«M\ SuESTB 1 tDVD-RAM K 

ft, ^vho^ae- (Kx) tt^x^M ^WPifeT-H 
W^BBE»a t ± o * ft 5 tf *-C fe 5 ot*BB 
«L31TJI45x-^3SS*di*ft5fc«)-Cfe5o ifcEM 

I Cov^tli, ftlxtf, =*fc w UPTx— *#STB 1 

«^DVD-RAMK7^^5C»«*ilfca^l:it 
DVD-RAMK7-f^53i^MPEG273-^6|: 

[0 0 18] oJ? % ±IEfctt*/jr9*rfc*=^hn- 
(Kx'), trtt^IStifc3^-3^hD 
-/Hl» (EM I ' ) (7V^;*^£j3^50T\ 
Kc' = J [Kx' , Nc, f (EMI ' ) ] 

[0 0 19] Sot, DVD — RAM K5^T /9 liSffc 
ftny^y 1 ;*- (Kc' ) SrJB^T, ^vxv^x- 

^SrRSHHfc; (eContents (Kc' ) ) L N MP 
EG27^^6i:aifl, MPEG27^-^6T 
f±. 2o^7^^i^Mlf:^V7y^^K 
c* £fflV^T, CipherfCa^f^-^S 

[0 0 2 0] eiiasavxvy^-Sr-to*****^ 

px^ hSDfaSrjffii-r t3iS-C#5*s, WTO J: 5*** 
[0 0 2 1] IP*>, *ft€ftO«SC$»t«*ft5 3^ 

6 0 W^ftKltUJ, ^yfyy^r- (Kc) TBff^bS 
tlf:^7>77-^^7>7^ (Kc') Xn 


7 

[0 0 2 2] **Wf4±ifi©llttf iCfc^TfcSitfcfc© 

«T«47*-*K«811. HSBSrffiv^fc^-^teas/^ 10 
[0 0 2 3] 

*3|?-^bt? h##J©x-*£gg1-5f::#)©=>t:° 

-7°n-r* h^ftlwfc^T, ^fTt^M^^ibHUfBs 

ffi-C, ffiBaSfcTcf*'^;* J: OSfiTfS mFlEBf 20 

©T?fc5. 

[0 0 2 4] ±3fi«WHS:*Ffti-5fc», #3g?Sf3, Bt 

S*iS»i©BIiEflM8*:»»U flu"E&ff * 
(wit). flWEjRl©BKflf«fcJ:oTBt#flsSiifcil&|E 
l*#ffc* * 3 ft < 7 * - * 1»« * 5 J: 

i-Sfcft©'*? »JE*2©BIEfll*l-J: 

E=»fc , -7*n 7 4 * hafr*©7*-*S:lifr§-fl:3ii,fc**lffl 
1EtB#5te-r X icfeisli- 5 <b ©T* h 2> o 
[0 0 2 5] Ff -g-fctt I- i 9 HHiritxmw*im 
h#fc©5 f *-*«r»57 t -*«Hlg1t 
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x- * £851" 5 ft ©fgiiBO ; S£ff 5 BIE^Si: «: A 
{§U ^fTcr^^d^mHE^f-^nx^ h*f#»© 

7*'<>f*fc©IR]-CBIIte3$:*i6U r©BE^glc:J; 
ot4l, #tf£ft5Bl©BIEtt[«fcffiE2«#fl:-C 

SSE^Tcx^'f ^tiU, fluted 1 ©BSEffi 

«m ± o ret ^titcmm^im^^-r^it^xD 

fcZtHtaV—fv?* h*ft5©x-*£gff U flute 
mm^® tc i 9 gft L fcfltjfB^ 7 > - * If ft © AufBSS 1 
©BE1*«fc±Si*-JMI:«T#BfcU :©SIILfc3t- 

-g\ «HEBE#a-eiS(Bft t fc stg^fcx/w * * ©ra 

"(?Bl!E»3I«:iafiU :©SttllcJ;ott^ *^ 
$n5*2©BEffifa*«rEgflr#m:T]S»b. WEill 

j«1-5;fcft©/<7 flutes 2 ©SfEffi *K 

J: 9 H^lt LT HufB^a^^M * ic^f 1" <5 1 

sfne^f-T-nT^ h»ft©7*-^*«ff#fkSixfc** 

[0 0 2 6] ayea-^-^TAt 
J:oTlilE*aLRri6>!e«»jK#-C*)oT. 3f-7"BT 
^ h»«©7-^asi*#{l;*ixTIEft*ix5JBi©E1t 
fiB*i:, flflEfif-§-^x-^©Pt-§-{k2r«^-r3^W? 

5fc»^S*flm*^4< 1 1» 1 A 
X*W.2<D2 0©/n°7 > —9 \Zji\-)XW&-tZ>% 2 ©^ 
flu-El? 2 ©^|j\ ISsyta-^^fA 

*»e>ii«E*w*4v^H«Tfc9, fluteB 1 mi% 2 ©^ 

[0 0 2 7] 

^TAflldEiS^^ixTV^o :^PClllt IEEE 
1 3 9 4v/U7/W<7 2 0 0%lftL>TftU<D^ — 

X (STB) 12. f'^^/Hf-r^^^SfcttDV* 
i^^-^ (DVC) 13, ioit/xv^^/^b'x^-^ir y 
(D-VCR) 1 4 tfflff pJtg|C«^c$^T 

[0 0 2 8] ±y h (STB) 12, f 

^yvtrt^^7 (DVC) 13, ikitfxv^/i'tf 
■r^^ir^bw^-^ (D-VCR) 14li, ^ti-^tt 

I EEE 1 3 9 4 rntf— i/ci-r^ ba^^r^^- hi" 5 
IEEE 1 3 9 4^!J7/W<72 0 0 tMy 
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tf 5 BKEM3I35 (Authenticator) 12 
1, 13 1, 1 4 1 SrWLTl^So ^Vx>^x-^C0 
i£g«*fT5-fey h (STB) l 2*5£ 

tf7^^fcr7t*tyH/3^ (D-VCR) 14 
Ko^TI4, Wf^b • «#{fc»#G>«IE«r» oBf-JHfc/ 
«#{fcSB (D e -/C ipher) 122, 142 #K 

^r^^^r^^ (DVC) 13[;ioV^4. Bf 

(Cipher) 1 3 2 Aftt^Ktt $5Jh/Cl^5o 10 
[0029] PC 1 1, tyhb^^s/^^ (ST 

B) 12, T^v^/Ve'T^^y (DVC) 13, *3J; 
^7^/^7**^^1/3-^ (D-VCR) 14 

"CIEEE139 4->!J7/W^2 0 0±£rtei££ix 
5. 

[0030] PCllft m^^i 5 PCI 1 

CPU^^-;H 1 1, if7y-r h4fcli7i^^^T 
Vffl<7>^=.— 1 3, MPEG 2x^-^1 1 5, D 
VD-RAMK7^f^l 16CoV^lt PCI^l 

0 0to>f^-7s>f^l:, «SBBE*3J:tf3f— £ 

5BE&3£B (Authenticate 
r) 1111, 113 1, 1151, 116lASKtte> 
iltt^o rftt#BiiE&SUS8 (Authentica 
tor) 1111, 1131, 1151, 1161 (DWt 
i£f4, S*«Jt-, 1 3 9 4ysU*T*fo&±y h h ^ 
JK^^-X (STB) 12, 7 "^^^^7**^7 (DV 30 

C) 13, fcitff^^/Vfft^ty h 1/3^^ (D 
-VCR) 1 4<DtiikmtT*h } 9 , ^Ty7r-^ 

[0 0 3 1] £fc, rti^cpu-^v^-zw li, f 

^- 1 1 3, MP EG 273-^1 1 5W^-7 
W*Sfl|;:f4, ^ItZtlfz^^yy (en 

crypted' contents) ^Bff^bSrjJlBfe'f' 

sfeftoa-^ftteasTtTStt-tfta (De-c i P he 

r) , *fctt«H§r<b« (Cipher) #Rtt&;h/ri^ 40 

5 D f'rL— f 1 1 3 fco^TI40t#ffc;a5 (C 
ipher) 1 13 2^t^Jl, CPU^v^a-yH 

1 l^oil/MPEG 27^-^1 1 Sdo^TteM-^b 
S (De-cipher) 1112, 1152 h 

[0 0 3 2] CPU^t^H 1 1H, ^wfu 
irs/^fc. *5«£tfP C I ^*;/y 

y^if^fcfllfiESixTfclQ, B5E*B1 l l l tBS-g-*P 50 
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Rfcffil 1 1 2t4#Jx.fiPC I/^^^U yvCD-^ LT 

F*3<£>BfIE§l$ 1111, Bf -^jfl&as 1112,MPEG2 
7^-^§|51 1 1 3fty7 F<?x7T^aLt{)gK 
[0 0 3 3] DVD — RAM Yy^zf \ 16BPC1 1 

<Dffi$hm%mwt Lxnn tnfc 0, ide^ 

y^-7x^^|fcfj:ATAP Hy?-7x^^§5: 
^LtPCI>^10 0l:SiJll^ 0 DVD-RAM 
Ky^^l 1 6t4BtBfL3gPl 1 6 l&G-tZtiK 
<bg|5 (De-cipher), Hf^fb£B (Ciphe 

r) Ko^Ti4Ktt£jh/rv^i\, ^-^{k^ixfc^>7 

V^7-^S:Bt#{t;LfciRIS^**DVD-RAMl 1 

[0 0 3 4] PC11ICI4, PCI/U100 
t I EEE 1 3 9 4'>U7/W^2 0 0 Pfl£^*|p]T*g 
gH~5 1 3 9 4^y s/v?l 1 7as»tf feJtTV^So 13 
94^y y^l 1 7tB, BfiE&SSfl, ^ 

^7-#ttflt^k*iXfc*tffi<7544PC 10 0^ 

bIEEE 1 3 9 4;/!J7;W^2 0 0^ SfclEE 
E 1 3 9 4 v- y 7VW<* 2 0 O^bPC I s<X 1 0 0 |C 

ei^n^o rcoi5tc, 1 3 9 4^y 1 714, 

PCI 1 f*3£>«f^v^— /Ut 1 3 9 47^^t^1 

[0035] r^T\ IEEE1394^>y T/W<X 2 

0 0±£>DVC 1 3^tei££ft67^^^ >y 

CPU^a-zH l lTy7hj?i773-Kt 

[0 0 3 6 ] Sf, DVC 1 3 tCPU^a-;H 1 

1 t^PflTHSBIESrtTV^. ivsc^ t-/D7^ MS 
«Sr*-r51Eaft7^>f^"efc5C:i:S:?IBL^5. ^ 
^«SBBE(4, fctx.ll yyff^vWJ&uxtf 

Srfflv^T*a-C#5o a«ffl#^7/V^*sif(0J:5 4 

<Z>B!iEt-o^-CI4, v^*7i* I D;SS/B^fcix5 0 
*7-MDf4, 1 3 9 47/<-r^joiIJfPC 1 1 

-*p]\ 3t-7D-^»3y7y77-^» 
-7y-©3yf^7-^fc^S:ftx.57^^-Cib 

[0 0 3 7] rOBIE&Sf-T, CPU^v^a.— /HI 
1 I4DVC 1 3 i <9§tt^ofc7-^^S^V>T, 
it £ ftfc ^ ^7 > ^ ^>rtF #Sr*Bfe+5 »0«f #{k« 

(&(T^7y7H S:±*-f5. DVC 13(4, 3 
>7>^7-^$rPt^bL, mCPU^^-^l 


(7) 

11 

£ 1 3 9 4/<*2 0 OfcitfPC 1^*1 OOHU 
CPU^^-ZH 1 ltlt, CPU^^-;H 1 
1 <D'&%n (De-cipher) 1112 ttSBElC i 

[0 0 3 8] PS-^SrjS^ixfc^yx^^ttCPU^^aL 
— yUl 1 lrtOV7 h^x7MPEG2f^-y (D e 
coder) 1 1 1 3l:iotT3-K*ilfc^ ±^ 
^!Jll2iVGA3yhP-7ll 4SrEffife-SAG 
P (Acce 1 era tedGraphi cs Por 10 
t) ^LtVGA^yfn-7l 14t:it>}lTS4 

[0 0 3 9] ^^J: b le, r^/^^7>7f-^ 

U «ie^^3.-^R|*>5^tt*ll6^^^-/Ui: 1 3 9 
>ySrgttai-ri:*t. *ft&x/M*HTBliE»S*3 
E EE 1 3 9 4'<X 2 0 O&cfctfPC I s<X 1 0 0 <D if 20 

>^t-? tt«#<k * nfc* * ti5 i 5 (eft 9 , 

[0 0 4 0] 4 fc, P C 1 1 rt©#«fil^^3.-/^S^ 

ti 5e t ^ pri/^ v f > - ^ (-E<£>* 

[0 0 4 1] H2tt*Hlfi«llBTfflt^lx5BBE«! ; ai3 30 
J:r/^-^co^IlStD-0iJ^^^^^TV^5o ^>"r>y 
£i£ffi~5111<£>X'W *i s S ource Devic 
e , gif-fSfflO^^M^^S ink Device X* 

[0042] Sink D e v i c e ft, £f\ 
f oTS@ffo^ftfc5 7 ^^Af t W^^- (N 
a) «r±jau »BEB*i:#tc*(07V^^-YWVi> 

(Na) £\ Source Device f^^i~ 0 
-t IT, Sink D e v i c e ft, ^^^tifcMS^ 
ffl^TN a ^ A r ?rit^1"5 0 40 

[0043] Source Device ft, SUft&ffi 
oTSIslffc5ttb57V^f^ Wv?*- (Nb) 
4r£/£U ^rix£, BEB*t*r-r5B:«i:LTS i n 
k D e v i c e feig-f~ 0 LT % Source Dev 

i cefl *»fctbfcBB»S:fflv^Nbd^B r S:fffi6 

[0 0 4 4] r. tD^, Source Device ft, 
y ^ir — (B v ) £ S i n k Device |ei££ 0 
^(D^ y±-*J (B v) ft, ^rW^t^ Na, BrJ:^ 
bfNS&ftfcfc^-CfcSo 50 


[0 0 4 5] Sink 
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Devi c e ft, / yte^-is 
(Av) SrSource Device lCi£ <5 0 ^ S^"fe 
(Av) ft. AMmt, Nb, Art^?>fNt£iX 

[0046] Source Device ft, Av jfiiE 

JrWBrLTBSHi (Ak) S:ff5 D Pfillc, Sink 
Device^ B v a* IE LV^>StB U jE LttfttftB 
¥36SIES4x^^^fc5fc*iJWfLTBIiH|i (Ak) * 

[0 0 4 7] w£>$K Source Devic eft, 
(Ak) TBf-^-lkLfc^^ Fp-/^- (eK 
x) ?:S ink Device lei£ 5 Q Sink D e 
v i c eft, ti£-%fc£intz=* > Fp-/V^ (eKx) 
£Bt£gi (Ak) T-flF-JI-SrflWfeU ^Fp-M- 

(Kx) S:f^5. 

[0 0 4 8] ft&, il2^fE^a^^]IIftfe< *T— 

5ri:S:ttBEL^5riiST#5tO-efc*ttf, WML 
fcJ:5le, v^A^-t i^^&u*#>;*;*fifc 

[0049] H3ft, *niis»ii8t?fflt^e>ix5BiE*a3a 

y*- (Kc) ) ©ff**IBKBB-r5«fcg:S:*i-|a^fc 
5o ft, H2tl^«, ayfy^SrMtSM^f^ 
Source Device, g{i1~5<B0<C>7 ? ' < -< 
Sink Device "Cfo& 0 
[0 0 5 0] 3 <£>BfiE#li, 0f-^{k¥)!fileoV>T 

(1) (10) 4-C#*IWlcaoT»WLTVK 0 

(1) JfSource Devi cetSink D 
e v i c eftjoS^^BSE^SSrHJfiLTS^^*^^ 
ft^^u— A**— (Kx) £#£ 0 ft, rcD^^h 
n-yu*-tt#»snoBK« ! aic: J: 9 B=£fc:#f Stt 
SflMR-C&tU «fc<0«gm-CBBEtea*Lfc»-&Ktt, 
4 fc^ft 5 a V h n-/v*- #£#Six5 - £ left 5 0 
r^BEteaieov^»WCttH2T*Lfc± 5ft** 
Sri: 6o 

(2) Source Device ft, ^ Vr^Vf— 
rrt 6 — 7ppJ x 1 [o]<£>^n *J, = y ]) — <D 

u— /Mfffg (EMI) SrSink Device Ki^f 
+ 5« 

(3) Source Device, Sink Dev 
i ceitK, ^>Yu (K x ) t ^ ^ V 
hP-/Hf$g (EMI) ^ffiV^T, fe'&^r— (Kck) 
St^ESc, Source Device, Sink De 
vice "C#W1~£o 

[0 0 5 1 ] :©g**-K c k 0£fiE»«*B»-C« 
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■ft. 

Kck=J [Kx, EMI] 

[0 0 5 2] nt. Source Device fcb 

MbtlZEM I ^3 f mvjT — * ZtfLX^Z&S 

\ZIZ, Sink Device T'fi, 3 t'-^&Tjk-f 
flMSEMI* a^lWSou r c e 

Devicei LT&©m§g-3 >X S-y=f—9 triH 

^(Daf-^BjfgfoSS. 10 

(4) Source Device 11, , a*»£Sfc 
t*lCj;l9 7V^A{^^$ixS'>-K^- (Kcs) ft 
4^L> ^(Dv— K3— (Kcs) Srfe^-*- (K c 
k) £5fiUBLTrtF#fls*iSU P£-5Hfc£*Lfcv— K*~ 

(eKcs) SrSink Device iZx&{a'i~Z) 0 

(5) SourceDevi celi, £ <b [dNF^I- <t 
Drt^fcfco-O^iSlE*^-* (Nc) ££j£U 
Sink Device ti£ifi!i~<5„ 

(6) Source Device f±3 "y : Tl/y : f—9 
(Contents) ftBf^HL Rim%\t$%tz.V><n> 20 

(Kc) Srv'-K*- (Kcs) £l$jg 
fcir-* (Nc) £©Hftfc£<5vxT£j*1-5. fiP^M 

K c = J [Kcs. Nc] 

(7) SourceDevice IlifiEcSMayf > 
y*— (Kc) ftfflV>T, 9 (Cont 
e n t s) ftBf-SHtU Bt^k^tl.fcavxvyx-^ 

(e [Contents (Kc)])£rSink De 
vice W&fm -f5o 30 

(8) Sink Device BSIIUfca VT^yr 

— ?Z'&^riki-Z>tz$KDS i n k Deviceglt' 

(Kc) a. r©fc>{>, *-fi* 

#te£ttfcv-- K*- (e [Kck (Kcs)])^M 

(Kck) £J:»>«#ft;U *>-K*— (Kc 
s) Sr»5„ 

(9) tLT, Sink Device fir.ro->— K^r 

- (Kcs) t, ^fe^JR (5) KJ:5S»t»ofcl$aE 
t (Nc) tO^fcoWyN^^-^ftTtt-LT^^T 1 ^ 

(Kc) *S ink Device9MA 40 

Kc = J [Kcs. Nc] 

t LT, Source device t IHfilW^Sft b 
(1 0) -t L"C\ Sink De v i c ett^fy; 

(Kc) Srffi^r, (7) -e&feft-ctfcit^ 

ffc^ftfcay-r yyf- * (e [Contents (K 

c) ] ) ft«#ikLT, ESt^yTyyT-? (Co 

n t e n t s ) £#S r £ ^T*# 3„ 

[0053] &±.~<d£o ^spi^m, xv>t#<b, a 50 
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9 (Contents) [C^LT, ^tlS^Ta: 

5"*- (Kc) «r#*Tttffi % o£ 9ng-©=>> 
- (Kc) *ajElt<E»-*-5wi:iSBr|g|iftij % MMt 

Zitx^tz^ikztitzr-9 z z e>trtf^ki-5 ± 5 
[0054] teisiprflitftofcaAtt. wsnoBiE^ 

(Kx) CGMSOijt^yTyyf-^o^t' 
-(r£<K fll«is##»x.feii-CL*53f-=i^r-ci 
-/P*- (EMI) ^RTSEeOx-^is 

(Kc) ^©fc»©«*£LTa»ttfflLfc^T?3ftf 
J: 5KLfca»£>-C&3. rrofc ft #38^(4, tg^itZti 
fc->-K*- (Kcs) £, B$£ft (Nc) fcfUJBLT 
V>5t©T*fcio rro|g x *s—V*—(D1$-%rit. Rim 
^it\Z\mmmT'%®i-Z&£*- (Kck) fcfUffll- 
ZtiK $/-K*~ (Kcs) RlWSStft (Nc) &*SE 
<D7 ! —9 £ LT&^lf, Sink Device^ S 
ource D e v i c e £ LXIkiZftinT'*^ *\Z=i 

y^>y : f-9\cnLxm^tLtz='yy->'yr r -9^ 
^•tzm^hmt^v^^y*- (Kc) 

m%-f'Z>Z\ktfT'ZZ>(DT', =t>y">y*- (Kc) ~C 
Bf#-fb$nfc3 S7--y-y : f—9 (e [Contents 
(Kc) ] ) SrSe>t*fcSlJ©3^7 l >y*- (K 
c* ) «-eS«l«^bi-5±5*ft!faH:j8:«S<E</i5© 

[0 0 5 5] ftt, 12, H3SrfflV^RWUfc«fct:K 

ynfn tfjEW* => >x > y SriefrT 5 r £ ft T* t * 
51 kt>'^mkteZt>K rroi 5»wi"5t. ^«l±. * 

©K^ftS (Plain Contents) tfS^jEfr 

-f7S:ftfflt5H-^« ^x'W^roil-g- 
lrfi, ^<DiuMf>^\ 

[0 0 5 6] ZZ. X\ #JUfe^ffi-?fi, X h V-i??s< 
4 X frfigSSEfllSHJIS (Authenticator)© 

t *t^, $ P> ItBBE t J: o T4s£ S ixfc = 

[0 0 5 7] «T, l4^ML^f-/ar?hM 
i!i-@©^^ t^»J©3 >f y 7f-^ ^ STB 1 2 
/^f>gif LTDVD-RAM Y?<<-f \ 1 6 ODVD- 

RAM/v'^Tizmm-t^^^m^Lx^ <Dtmjj& 
\z^x&<fcmz.mwirz> a 


i- r * 

(9) 
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(1) STB 1 2 tDVD-RAMK7^/l 1 6tt 
-ZtUDmUU (Authnticator) 121, 1 

1 6 l£M£oT, ^tfhbf^ xm<DmM%fti<\ 5V 
^jES^X^V^Tfe^r h&imZtlZ h STB1 

(eKx) SrDVD-RAMK9-f ^1 1 6ffi|T*Bf#Sr 
Ht^yhu-M- (Kx) Sr^fe-TSo 
^©□ylsn-M- (Kx) SrSTB 1 2 tDVD 

— RAM Y?4 ~J 1 1 6T4tt^c 

(2) S T B 1 2 ^if f 5 ^ yr [-iiC G 10 
MS tmitlZ^ 3r> Js (EMI) 2^ 
*tlT*3 0, - co =^ > h n -Mf (EMI) £* 
DVD-RAMK7^^1 1 6Klfci£ff LT\ B3K1J; 
■mWLfcBMfcfcS^**S£*~ (Kck) 

(3) STBl2ii, 5 9^*1::* 
£S*l5S'-K*- (Kcs) &£/£U riD^-K* 

- (Kcs) (Kck) SrflJfflLTfft#fk* 
*lfc*>"-K*™ (e [Kck (Kcs)]) £\ 0#^*Sc 

x — * (Nc) SrDVD-RAMK5^^1 1 6 tigft 20 

(4) STB 1 2tt, >"-K*- (Kcs) 

(Nc) fcOHftlcS^V^a^X^y*- (K 
c) &£jfiU :onyfyn- (Kc) SrfiJJBL 
T s = Vx>^x-^5rBt^t;i-5o tit, DVD- 

RAMK5>f^i i 6 -cttBt^kSttfc= yry^r- 

* (e [Contents (Kc)]) SrBS^kSJxfc 
4iPCI^10 0 Sri! LTD VD — RAM 1 16© 
*7*<<T±\zll»tZ>o fit, *HS-r5*S£*- (K 
ck) f:ioT-fi^K^ (Kcs) U 30 

^tiSr^S (Nc) fc#t«*.tf, 05 ©±51-*^ 

(Kc s) (Nc) fi, DVD — RAM 1 1 6 

lf©ttf«Tfc5it« (^3#«Hlcj:i9ta^nfc 

b°-^>hu-/Wf# (EMI) I* r— 0=1 f-RTj ^ 

h r-nw±^t°-T^ij ©ttffi (emi' ) 

i$Tfc£ 0 ft, ^jxbm$<D=i>hv-M$±XCPU 40 
1 1 iCioTfftotbSo 
[0 0 5 8] B6Sr#fiaLT, DVD — RAM K 

— 9 (e [Contents (Kc)]) £M 
PEG2fWl 1 5TNf£1-64§£lCOV>Tlfc?/3-f 

(1) DVD-RAMK7^^116tMPEG2f3 
115t ©fgfiElr& 1161, 1151 f$X\ BBESr 

DVD-RAM 1 1 6Mfrb$m-ik£tlX&brLTMZ> 50 
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^yhD-/^ (eKx) ^MPEG27^-^1 1 
5«1?lttS:*t3yfP-M- (Kx' ) ££$-f 
5 C micj: 19 ©=i> ]sn— (Kx* ) SrD 
VD-RAMK7^^1 1 6 iMPEGr^^l 1 5 
3. 

[0 0 5 9] r^^yhP-;^- (Kx" ) fit 

±ILfcDVD-RAMl 15tSTB12 tX£/&L 
fca^jsn— /U*- (Kx) tf^ot^So 

(2) DVD-RAMK7^^1 1 6Cft»Snt^5 

^<btL7^ ho-/Wf# (EMI 1 ) *S-g-4tL 

T*59, Cltf^ tT— 3 V b u—MnWi (EMI' ) £M 
PEG 2x^-^1 1 SCtiSftLt; 0 3 Mi 9 RE 
LfcH»^S-5*!B^*- (Kck' ) 
[0 0 6 0] (3) DVD-RAMK7^^116tt, 
a*«^lff^fc*ttT»»SiX"C^*:^--K*- (eK 

cs) ic5*LTH*«*ffiv^a#{fci-5 e mc^vrn 

#{fc*lxfc5/-K*- (Kcs) Sr, ^fiEliiB^*- 
(Kck' ) £*JfflLTRt#fcU w©lfc4Hfc£*lfcV 

— K*— (e [Kc k' (Kcs)]) ^MPEGr^ 

1 S'x&frra. 

[0 0 6 1 ] rixi:ra«CBt^kSixT»lft*ixTV^fc 

BSaSftx*-* (eNc) fco^TfcH%#*JB^Tt*# 
ftU MPEGx^-^1 1 5i^{f1-5o 

(4) DVD-RAMK7^116I1 ^t^^* 

- (Kc) iOBt-^bSixfcaVxV^X-^ (e [C 
ontents (Kc)]) 5rMP EG 27^-^1 1 

[0 0 6 2] (Z ZXftfrZ>£ 51:, v— (Kc 
s) % (Nc) ^V7>7^ (Kc) ttJiiS 

LfcSTBl 2 t DVD — RAM 1 1 6 T^ljffl Lfc k © 

(Kc) ^flJfflLXPt^^nTDVD-RAMl 1 6 
l-ftiW^tufc^^-rV^x — ^ (e [Contents 
(Kc) ] ) EG 2x^-^1 1 6\Z%<D$.$.t& 

(5) MPEG2r^-^l 1 6Xfi, Sit Lfc^Vx 

MPEG2r^l 
1 6 ftOAu tenticiatorl21T\ Bf 
Sflfc^-K*-- (e [Kck 1 (Kcs)])^8 
(Kck' ) feffl^Ttt-SHkU *>-K*- (K 
c s ) £r£j5£*t~£ e 

[0 0 6 3] ( 6 ) i^td, Autenticiator 
1 2 lT->-K^- (Kcs) DVD — RAM K7 
"f:/l 1 6 ±9S»t»oTV>5l§«ft (Nc) t<DH» 
J: t) . nyry 1 ;^ (Kc) ££j£1-£ 0 

[0 0 6 4] (7) 4SJftfc3i/fyy*- (Kc) 
liMPEG273 k -^l-l 5ft^De-C ipherl 
1 5 2\ZT£btlZo 


(10) 
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(8) De-C i ph e r 1 1 5 2 14 K c {C I 9 
Ztltz^ yfy^f-^ (e [Contents (K 
c) ] ) iayr/^- (Kc) Mi^^T, -t© 
^yf^OP 1 a i n T e x t Sr±dti"5 0 

[0 0 6 5] (9) MPEG2f^-^l 1 5{4P 1 a 
i n T x e t ?rf^- Klf:fCVGA^y 1 

y±coi 5 DVD — RAM K7>f ;/ 1 1 dfrbs M 
PEG2r^^l 1 5 \c=i t-ynr^ h£LS^J&£ 

Efc±0±/*£ftS*S^*— (Kck) ^ nt-ny 
hu— (EMI) J4, STB 1 2 tDVD-RA 
MF7^1 1 6 T*^ h-yo7^ ht&m%Ltzm&t 
f4S^oTV^ D L*>U 5 4*a«rt 

SrtdJ; 9, (Kc) ^o^Tlif^- 

tffirofc^^, MPEG2r^^l 1 5-DVD-R 

U^a-;H 1 1 CioTfrbtlSo 
[0 0 6 6] 2fet, H7Sr#flSLT, DVD-R AM_h 

(E ncryptedContents) £:S f JC0D VD 

[0 0 6 7] Source Devicet 

45DVD-RAMK5>f^ttt, bt° EeJpJj 

3 fcT-raV hP-zHltS (EM I ) *»ittSttTV^5r 

(1) S o u r c e IDVD-RAM Yy^rf 1 1 6 t 
S i n kfiljDVD-RAMl 1 8 liKtt feT^SSEfii 
116 1, 1 1 8 1T\ fgSELSlM^S&x^ 

kftfem$tlZ> Sour ce«DVD-RA 
Ml 1 6*^*#{tSixTaejtbT*S3^hn-^ 
- (e Kx 1 * ) S ink fflD V D — R AM 1 1 7T* 
^Fp-M- (K'x 1 • ) 


miCi O^-O^y (Kx' ' ) £DV 

D-RAM YJ-i-f 1 1 6 t DVD — RAM 1 1 8t* 

[0 0 6 8] :(D3yhB-;^- (Kx' ' ) 

(2) Sou r celDVD-RAMK7^^1 1 6C 

©3f-3yhD-;vjf9 (EMI) a*££*vr*$!9 N 
:<03^3yhD-;H»« (EMI) SrSinkllD 
VD-RAMF7^7'1 1 7(Ct^f IT, H 3 ^ i f9 
RWLfc§l»tS<5t!e^*- (Kck") ^#^1- 


10 


20 


30 


40 
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(3) Sourcel]DVD-RAMK7>f^ll6 
tt, Bt^k*iT*iB*ilfc^-K*- (e 'Kcs) IC 

fcv'-K*- (Kcs) Sr^ttfe**- (Kc 
k' ' ) SrfiJfflUTrtf-SrftL.-r^lt^t^ftfc^-K 
(e [Kck* ' (Kcs) ] ) SrS i n kffiiJDV 

D-RAMK9>f^ii7^{jt5. ztitmrnzm 

*kik£tlX#tmZtlX^tiL#&&7 s —? (eNc) f-O 
V^TfcH^Srffit^Ta^kU, SinklDVD-R 
AMK7>f^l 1 8C««i-5o 

(4) S o u r c efllDVD-RAM K5-Y^l 1 611 
Kcl-ct^Bf^fb^ixfcSScO^V-r^^x-^ (e 

[Contents.(Kc)]) 4DVD-RAMK7 
-Y^l 1 8tCiHjf U DVD-RAM Ky-f^l 18T 
(4, :©ny/y7^ ( e [Contents (K 

c) ] ) zz<D$.t. K7^^rt^^7 ? -rz*rffifti-5 0 

(5) SinklDVD-RAMK7-f^ll8(l S 


o u r c efflfjD VD- 

s) ] ) & % gf^*- 
K*r~ (Kcs) 
[0 0 6 9] *LT, 


RAMK7>f^l 1 6*>e>£ttBl 
■K*- (e [Kck" (Kc 
(Kck") fcJ;9*-J§-{fcU 

r^v— K*- (Kcs) iB$^ 


50 


* (Nc) ££ % DVD — RAM 1 1 8 H^tDtf $B 

**ft»iifti**i5a *fc=Jtr-3>hP-/ufl!r« (em 
1) (4 r-iai^t'-Rrj frb rrtLW±3t: o -^prj © 

*x%?j:\,^m%ixhz> 0 ft, :tt^i^)^yhp^ 

[0 0 7 0] ^(DX 2^, DVD-RAMK5>f^e) 
SUODVD-RAM K7^^^y7y^7-^^3t° 

R AM K7-Y ^Cfei^^^ t 0 -*&I^^Tt5 0 £<b 
fc H 3>yvy*-S:4fifei-5fc«>Oi/-K*- (Kc 
s) , (Nc) Co^Tk -tOSSRH:^-^ 

[0 0 7 1] 

^> 3 r>V i f-9 S: fft-^fkft Va#fki- 5 ft O = 
[BI©«*4R«] 

[0 1] *«WO-Hli«lllt«53>lfa-^^x 


19 

(Kc) wffcS^IB&*-f«&|g o 

[04] aiO^T^tfiltS, iry h hy^s^ 

[05] ra^Jt^^^xAtKltfeiLfc^ 

[06] mi<Di/*TM^&rt%*YU~\/y : /<4 Xfr 

[[217] la^Jtif^t-ynT^ h^SCSr/H^ 
IfffoRW] 20 

1 1 y-jvu^vif:* — * (PC) 

12-tyhh^#y^^ (STB) 
1 3-7^;vb7^^7JfciiDV^An^ (D* 


#M 2000-100069 
20 

VC) 

14-7^^/Vt'7«t7M/^^ (D-VCR) 


111" 





112- 





113- 




114- 

VGA^y 




115- 

MPEG 27^-^ . 




116- 

D V D — R AM Yy<i~7 




117- 

1 3 947'!i7^ 




12 1- 

fSBIft (Authent i ca 

t 

o 

r) 

12 2- 

m^it-m^im (De-/c 

i 

P 

her 

13 1- 

fSSElHS (Authent i ca 

t 

o 

r) 

13 2- 

flt#lbas (Cipher) 




14 1- 

HMBESfB (Authentica 

t 

o 

r) 

1 4 2- 

flHHfc • m^itU (D e -/C 

i 

p 

her 

1111 

— BMESU (Authentic 

a 

t 

o r) 

1112 

(D e - c i p h e 

r 

) 


113 1 

•■•BBESS (Authentic 

a 

t 

o r) 

113 2 

*"0t^{kgP (Cipher) 




115 1 

■■■BfiElfl (Authentic 

a 

t 

o r) 

115 2 

(De-ciphe 

r 

) 


116 1 

"■fgEESB (Authentic 

a 

t 

o r) 


[13] 


Sink Device Source Device 


(DKx 
<2>EMI 

®e[KcK(kcS)] 
©He 

CDe[ Contents tkc)] 
(g>kce<-e [ KcK(kcs) 3 /( kck ) 
®Kc=J[Kcs,Nc] 

®Cor»tents<-e[Contents(kcy]/(Kc) 


<JXx 

<DKcK=J[Kx,M] 

®KC3 

©He 

®Kc=J[Kcs,Nc] 
©Contents 

c <2>enT 

< i)e[KcKCKCS)r 

C ®Nc 

CZte[Contents(kc)] 
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000-100069 


[Hi] 


> 


T 


£ 

i_ 

O 

a 

c 





ft 


13 


cn — - — . 


o 
« 

1 



5 



t 
s 


-cipher 

Kent ica tor 

5 

-3 


0- 

o 
< 


n 


4H 


O 



a 

u 

«_ 

e 


e 

1 

a 

5 




I 

rv 
ft* 


- i 
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[02] 


Sink Device (a) 


Source Device (b) 


Av«S*Ea«fcNb.Ar 


Request Authentication & 
Random challenge Key (Na) 


Return Random chaOengn (Nb) 


Send signed response message (Bv) 


Send signed response message (Av) 
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